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C kaxaplM rofioM MOIOAEXW B MHTEPHETE CTAaHOBMTHLCS B0sblie, a WKOMbHVKM OHU N3 CaMbIX
aKTWBHbIX Nonb3oBatenei PyHeTa. Mexay TeM, TOMUMO OFPOMHOrMO KONMYecTBa
BO3MOXHOCTEM, MHTEPHET HeceT 1 Npobnembl. 3Ta namsiTka AoNXHa nomoyb Tebe HesonacHo
HaXo4MTbCS B CETU.

KoMnbloTepHble BUPYCbI

KoMnbloTepHbI BUPYC - 9TO Pa3HOBMUAHOCTb KOMMbIOTEPHbLIX MPOrpamMM, OTIMYNTENBHON
0COBEHHOCTBIO KOTOPOI SIBNSIeTCS CNOCOBHOCTb K pa3MHOXEHUI0. B nononHeHue K aTomy,
BUPYCbl MOTYT NOBPEANTb WM NMOMHOCTBIO YHUUTOXUTb BCe (paifbl U AaHHbIE,
MOAKOHTPONbHbIE NONb30BaTENO, OT MMEHM KOTOPOro 6bina 3anyleHa 3apaxéHHas
nporpamMma, a Takxe NoBpeauTb UIN Aaxe YHUYTOXMUTb ONepaLnoHHY0 CUCTEMY CO BCEMU
charinamu B LenoM. B 6onbWMHCTBE Cy4YaeB pacnpoCTPaHSIOTCS BUPYChl Yepe3 UHTEPHET.

MeToAbl 3aWnTbl OT BPELOHOCHbIX NPOrpamm:

- Mcnonb3ayit coBpeMeHHbIe OnepaumroHHbIE CUCTEMbI, UMEIOLWMNE CEPbESHBIA YPOBEHD
3alWmnTbl OT BPEAOHOCHbBIX MPOrpamm.

- [ocTosiHHO ycTaHaBnuBak navytn (LMAPoBble 3annaTky, KOTOPble aBTOMAaTUYECKM
yCTaHaBnMBalTCS C Lenbio AopabTky Nporpammbl) U apyrme 06HOBNEHWS CBOEA
onepaumnoHHo cuctembl. CkaymBai UX TONbKO C ogouumanbHoro caimta paspabotumka OC.
Ecnu cywecTByeT pexuMm aBToMaTnyeckoro 0bHOBNEHUS, BKNOYM €rO.

- Paborai Ha cBOEM KOMMbIOTEPE NOL NPaBamu Nonb30BaTENS, a HE aaAMMHMCTpaTopa.
9T0 He No3BONNT BONbLMHCTBY BPEAOHOCHbIX MPOrpaMM MHCTaNIMPOBATLCS HA TBOEM
NepcoHanbHOM KOMMNblOTEpPE.

- Mcnonb3ayit aHTMBMPYCHbIE MPOrpaMMHble NPOAYKTbl U3BECTHbBIX MPOV3BOANTENEN, C
aBTOMaTu4ecknm obHoBneHmem 6as.

- OrpaHunyb or3nyeckuii 4OCTYN K KOMMbIOTEPY ANS MOCTOPOHHUX JIULI.

- Mcnonb3ayii BHEWHME HOCUTENN NHCPOPMaLMK, Takme Kak donewka, AMCK unu painn ma
MHTEPHETA, TOMbKO M3 NPOEPEHHbBIX NCTOYHNKOB.

- He oTkpbiBait KOMNblOTEPHbIE oaiinbl, NOyYEeHHblE N3 HEHAAEXHbIX MCTOYHUKOB. Jaxe
Te oaiinibl, KOTopble Npucnan TBOM 3HAKOMbIN. Jlyylle yTO4YHU y HEro, oTnpasnsif v oH Tebe
WX.

Cetu WI-FI
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Wi-Fi - 370 He BuA nepenayn OaHHbIX, HE TEXHONOrUs, a Bcero nuwb 6pena, mapka. Ewe B
1991 rogy HMOepnaHackas komnaHmsa 3apeructpuposana bpeHn «WECA», yto ob6o3Hayano
cnoBoco4veTaHne «Wireless Fidelity», koTopblii nepeBoanTCst Kak «6ecnpoBoAHast TOYHOCTb».

J[lo Hawero BpeMeHu gowna gpyrasi abbpesunatypa, KoTopas SBnseTcs Takon xe
TexHonorven. 1o abbpesmatypa «Wi-Fi». Takoe Ha3BaHme HblN0 0aHO C HAMEKOM Ha
CTaHOapT BbICWWIA 3BYKOBOWN TexHUKK Hi-Fi, 4yTo B nepeBoae o3HavyaeT «BblcOKAsA TOYHOCTb».

La, 6ecnnaTtHblil UHTEPHET-O0CTYN B Kade, OTENAX U asponopTax SBNSETCS OT/IMYHON
BO3MOXHOCTbO BbIX04a B MHTEPHET. HO MHOrne akcnepThbl CUMTAOT, 4TO 00LWenoCTyNHbIE
Wi-Fi ceTn He aBnaioTca 6e30nacHbIMU.

CoseTbl No 6e3onacHocTy paboTe B 0bwenocTynHbix cetax Wi-fi:

- He nepegnasalii cBoO NnyHyto nHpopmaumio Yyepes obwenoctynHole Wi-Fi cetn. PaboTtas
B HUX, XenaTtenbHO He BBOAUTb Naponun AOCTyna, NOrnHbl U Kakme-To HoMepa.

- Wcnonb3yit n 06HOBNSIA aHTUBMPYCHbIE NPOrpammbl 1 6paHamayep. Tem cambiM Thl
obesonacuwb cebst 0T 3aKayky BUpyca Ha TBOE YCTPOMCTBO.

- Mpw ncnonb3osaHumn Wi-Fi oTkntoum doyHkumio «Obwmin [ocTyn K goainnam un
npuHTEpam». [laHHas pyHKUMS 3aKpbiTa N0 yMONYaHWIO, OLHAKO HEKOTOpPbIE MNONb30BaTENM
aKTuBUpYOT €€ ansa yaobcTea ucnonb3oBaHns B pabote nnm yyebe.

- He vcnonbayin ny6nnynbii WI-FI gns nepeaayv nuYHbIX AaHHbIX, HAaNpuMep A1s Bbixoaa
B cCOUManbHble CETU UNN B SNEKTPOHHYIO MOYTY.

- WMnonb3yin Tonbko 3awuweHHoe coeanHeHune Yyepes HTTPS, a He HTTP, T.e. npu Habope
Beb-aapeca BBOAM UMEHHO «https://».

- B MobunbHOM TenedoHe oTkAuM pyHKumio «MoaknoveHne k Wi-Fi aBTomatmnyecku».
He ponyckait aBToMaTu4eckoro noakntoyeHns yctpoictea k cetsm Wi-Fi 6e3 TBoero
cornacusi.

CouumanbHble ceTu

CoumanbHble CeTy akTUBHO BXOOAT B Hally XW3Hb, MHOTVE Noan paboTarT 1 XUBYT TaMm
NOCTOSIHHO, a B Facebook yxe 3apernctprposaH Munanapa 4YenoBek, 4To SBNSeTCS OOHOM
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ceabMoi Bcex XuTenei nnaHeTol. MHOrMe nonb3oBaTeny He NOHUMAKT, YTO NHGOPMALMS,
pasMelleHHas MU B COLMANbHbIX CETSX, MOXET OblTb HaaeHa U UCMONb30BaHa KEM YroLHO,
B TOM 4mc/e He 0b6si3aTeNnbHO ¢ 6naruMm HaMepeHusIMI.

OcHOBHble coBeTbl M0 6€30MacHOCTM B CoLManbHbIX CETSX:

- OrpaHunyb cnnucok apy3eit. Y 1ebs B Opy3bsix HE AONXHO ObITb CNyYaliHbiX N HE3HAKOMbIX
nonen.

- 3awuwan CBOK YacTHYIO XU3Hb. He ykasbiBar naponu, tTenedoHbl, agpeca, naty
TBOEr0 POXOEHUS N APYrY0 NNYHYIO MHGOOPMaLUMIO. 3N10yMblWAEHHUKN MOTYT UCMONb30BaTb
haxe nHgopmaumio o ToM, Kak Tbl U TBOW POANTENN NMNAHNUPYETE NPOBECTN KAHUKYbI.

- 3awwuwai ceoto penyTaumnio - 0epXu ee B YACTOTe U 3aaasai cebe Bonpoc: xoTen bbl
Tbl, 4TOObI ApYyrne Nonb30BaTeNN BUAENN, YTO Thl 3arpyxaewb? MNogymai, npexne 4em
4TO-TO ONybNMKOBaThb, HANMcaTb U 3arpy3nTb.

- Ecnu Tbl roBopuLb C NOAbMU, KOTOPbIX HE 3HAELWb, HE NCNONb3Y CBOE peanbHOE UMS 1
LPYryt0 NINYHYIO MHGOOPMaLIMK: UMS, MECTO XMUTENbCTBA, MECTO y4ebbl 1 Npoyee.

- Wsberaii pasmelleHunst dootorpadpuii B IHTepHeTe, roe Tbl n306paxkeH Ha MECTHOCTU, MO
KOTOPOW MOXHO OrnpefennuTb TBOE MECTOMOJIOXEHNE.

- [Mpw peructpauun B coumanbHoi ceT HeobX0AMMO UCMOSIb30BATb CI0XHbIE NaposK,
cocTosiwme n3 6yke 1 LNMP 1 C KONMYECTBOM 3HAKOB HE MeHee 8.

- na coumanbHOM ceTu, NoYThbl U APYrux canToB HEO6XO0AMMO UCMOb30BATb PasHbie
naponu. Torga ecnu 1ebs B3NOMaroT, TO 310YMbIWIEHHUKM NOAy4YaT 4OCTYN TONbKO K OJHOMY
MeCTy, a He BO BCe cpasy.

ANeKTPOHHbIe AeHbrn

ONEeKTPOHHbIE AEHbIMM — 3TO 04YeHb YA0OHbIA cnocob nnaTexen, 0gHako CyLWecTBYOT
MOLUEHHWKW, KOTOPbIE XOTST MONYYNTb 3TN OEHbIU.

ONEeKTPOHHbIE OeHbIM NMOSIBUINCE COBCEM HELIaBHO Y UMEHHO 13-3a 3TOr0 BO MHOTUX
rocyoapcTBax [0 CMX Mop He NPONUcaHo NpPo HUX B 3aKOHaXx.

B Poccun xe oHm PYHKLMNOHNPYIOT N O HUX YK€ NponnucaHo B 3akKoHe, rae ux pasgenstor Ha
HEeCKO/IbKO BUAOB - aHOHMMHbIE N HE aHOHMMHbIE. PasHuua B TOM, 4YTO aHOHUMHbIE - 9TO Te, B
KOTOpPbIX pa3pewaeTcs nposognTb ornepaunn 6e3 noeHTndukaumm nonb3oBartens, a B
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HEeaHOHWUMHbIX I/I,D,eHTI/ICpI/IKaLI,I/II/I nonb3oBaTtens apnseTcs 0b6s3aTeNnbHON.

Takxe cnegyeT pas3nnyatb 3NEeKTPOHHbIE oMaTHbIE AEeHbIM (PaBHbl FOCY0APCTBEHHbLIM
Ba/oTaM) 1 3NeKTPOHHbIE HedbnaTHbIE AEHbIN (HEe PaBHbI FOCYAAPCTBEHHBIM BaNlOTaMm).

OcHOBHble coBeTbl N0 He3onacHow pa60Te C 3NEeKTPOHHbIMAN OEHbraMn:

- MpwuBsixu K cHeTy MOBUNBHBIA TenedoH. ATO camblii ya0OHbIA U BbICTPbIA cNocob
BOCCTAHOBMUTb JOCTYN K cyeTy. MNpuBa3aHHbIi TenedoH NOMOXET, ecnn 3abyaelb CBOW
nnaTeXHbl Naponb Uan 3anbelb Ha canT C He3HaKOMOro yCTponcTaa.

- Wcnonb3yii ogHopasosbie naponu. MNocne nepexona Ha yCUNEeHHyO aBTopusaunio Tebe
yXe He ByneT yrpoxaTb 0nacHOCTb Kpaxwu Uan nepexearta naaTexHoro napons.

- Bbibepun cnoxHeblii naponb. MoweHHkam 6yaeT He NPOCTO yraaatb CNOXHbIA Naposb.
HapexHble naponu — 310 Naponun, KOTopble coaepXart He MeHee 8 3HaKOB W BKNOYatoT B
cebs CTPOYHbIE U MPOMUCHbIE BYKBbI, LUPPbI 1 HECKONbKO CMBOJIOB, TaKMe Kak 3Hak
nonnapa, oyHTa, BocknmuaTtenbHblid 3Hak 1 1.n. Hanpumep, StRONg!;.

- He BBOAOM CBOM NNYHbIE OaHHbIE HA calTax, KOTOPbIM HE fOBEPSeLlb.

AneKTpoOHHas NoHTa

ONeKTPOHHas No4YTa — 3TO TEXHOMOMMS U NPELOCTaBNSIEMbIE €0 YCYTY MO NEPECHINKE W
MONYYEHNIO 3NEeKTPOHHbIX COOBLWEHUIA, KOTOPbIE PacnpPenenstoTCs B KOMMbIOTEPHON CETH.
OO6bI4HO 9NEKTPOHHbIN NOYTOBbIV WMWK BEIFNSAMT cneaytowmm obpasom:
MMS_MoNb30BaTeENA@uMs_aoMeHa. Takxe KpoMe nepenayn npocToro TekcTa, MMeeTcs
BO3MOXHOCTb nepenasaTb goainbl.

OcHoBHble coBeTbl Mo 6e3onacHol paboTe ¢ 3NEeKTPOHHOW NOYTON:

- Hapo BbibpaTb NpaBubHbIA NOYTOBBI CepBUC. B MHTEpPHETE €CTb OFPOMHbI BbIOOP
6ecnnaTtHbIX NOYTOBbLIX CEPBMCOB, OAHAKO NyYlle NOBEPSATb TEM, KOrO 3Haelb 1 KTO NepBbii B
PenTUHre.

- He ykasbiBaii B n4HON NOYTE NNYHYIO MHopmauuo. Hanpumep, nydwe BoibpaTb
«My3blKanbHbIA_paHaT@>» unm «pok2013» BMeCTO «Temal3».

- Vlcnonb3yin aByxaTarnHyo aBTopmnsauunio. 3To KOraa noMMMo napons Hy>XHO BBOOUTb
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Ko, npucbinaemoii no SMS.

- Bbibepu cnoxHeblii naponb. [ng Kaxaoro no4ToBOro Swmka gosxeH 6biTb CBOM
Ha[eXXHbl, YCTONYMBBIN K B31OMY Naponb.

- Ecnu ecTb BO3MOXHOCTb HanucaTb CaMoOMy CBOW NMYHBIA BONPOC, UCNONb3YyN 3Ty
BO3MOXHOCTb.

- Vlcnonb3yi HeCKONbKO NOYTOBbIX AWMKOB. [1epBbi Ang 4acTHOM Nepennckm ¢
agpecatamu, KOTOPbIM Thl JOBEPSElb. OTO 9NEKTPOHHbIA aApec He HA4O0 UCNONb30BaTb NpU
pernctpaumm Ha oopymax u camtax.

- He oTkpbiBan hannbl n gpyrue BNoXeHNs B MUCbMax faxe eCnv OHW NMpuLamM OT TBOUX
npy3eit. Jlydle yTOYHN Yy HUX, OTNPaBASANM N oOHW Tebe aTn hainbl.

- Mocne okoH4YaHMs paboTbl HA MOYTOBOM CEPBUCE Nepen 3aKpblTUEM BKNALKM C CAATOM
He 3abyab HaxaTtb Ha «BbliAiTn».

KnbepbynnuHr unu BupTtyanbHoe uspeBarte/ibCTBO

KnbepbynnuHr — npecnenoBaHne coobleHnsamm, cogepxallumm ockopbneHums, arpeccuto,
3anyruBaHue; XymraHcTBo; coumnanbHoe 60MKOTUPOBaHME C MOMOLWbIO Pa3/INYHbIX
NHTEPHET-CEPBMNCOB.

OcHoBHbIe coBeTbl N0 6opbbe ¢ kKnbepbynNNHIroMm:

- He 6pocalics B 60oi. Jlyywunin cnocob: nocoBeToBaThCs Kak cebst BECTU U, eCNn HET TOro,
K KOMY MOXHO 006paTtuTbCs, TO BHa4ane ycnokontbcs. Ecnm Tbl HAYHeWb O0TBEYaTb
ockopbneHusiM1 Ha 0ckopbNeHNs, TO TONbKO ele 6onblue pa3oXx XeWb KOHGUKT.

- YnpaBnsi ceoeit knbeppenyTtaunen.

- AHOHMMHOCTb B ceTu MHUMasi. CylecTBYOT CNocobbl BbIICHWTb, KTO CTOUT 3a
AHOHWUMHbIM aKKayHTOM.

- He cTtouT BeCTU xynuraHckuin 06pas BupTyanbHom XnsHu. IHTepHeT domkecnpyeT Bece
TBOW OENCTBMSA 1 coxpaHseT ux. Yoanntb ux ynet kpanHe 3aTpyLHUTENBHO.

- Cobntopali CBOI BUPTYasibHYK Y€CTb CMOJIOAY .

- WNrHopwupyit eanHnyHbIn HeraTne. OQHOPa30Bble OCKOPOUTENbHbIE COOOWEHNS NyyLe
nrHopuposatb. OBbIYHO arpeccus npekpalaeTcs Ha HavyanbHO CTaaun.

- BaH arpeccopa. B nporpammax obMeHa MrHOBEHHbLIMU COOBIWEHMAMN, B COLMANBHBIX
CeTSIX €CTb BO3MOXHOCTb HIOKMPOBKMN OTNPABKMN COOBLEHWNIA C ONpeaeneHHbIX aipecoB.

- Ecnu bl cBUAETEND KNBEPOYNNMHra. TBOU OEACTBMSA: BBICTYNUTb NPOTUB
npecnenoBaTtens, nokasartb eMy, YTO €ro AeCTBUS OLEHNBAKOTCS HEraTMBHO, NoaaepXarb
XepTBY, KOTOPOW Hy>XHa NCUXONOrnyeckast nomollb, CoobWmnTb B3POC/bIM O chakTe
arpeccuBHOro NOBELEHNS B CETW.
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Mo6unbHbI TenedooH

CoBpeMeHHble cMapTMOHbI U NNaHWeTbl cogepxar B cebe BNoMHe B3POC/bIA (oyHKUMOHAN, U
Tenepb OHM MOTYT KOHKYpPMpPOBaTb CO CTauMoHapHbIMU KoMnbloTepamu. OgHako, cpeacTs
3awWwmTbl ANs NofobHbIX YCTPOMNCTB Noka o4eHb Mano. TecTUpoBaHMe 1 NOUCK YS3BMMOCTEN B
HWX NPOMCXOAMUT HE Tak MHTEHCMBHO, kak ans MK, To xe camoe kacaeTtcs n MOOUNbHBIX
NPUNOXEHNNA.

CoBpeMeHHble MobU/IbHblE Bpay3epbl y>XKe NPakTUYeCcKN OOrHannm HacToNbHblE aHanoru,
04HaKO paclwmpeHne pyHKuMoHana BneyeT 3a coboit 60NblUy0 CNOXHOCTb M MEHbLLYIO
3alWMLWEHHOCTb.

Janeko He Bce npon3soanTeEN BbiMyCKaroT OGHOB}'IGHVIFI, 3aKkpbiBawowme Kputmndeckmne
yA3BMMOCTHU O14 CBOUX yCTpOVICTB.

OcHoBHble coBeThl Ans 6esonacHocT MOBUILHOIo TenegoHa:

- Hwyero He siBnsieTca no-HacToswemy 6ecnnatHbIM. Byab 0cTOpoXeH, Beab kKorna tebe
npeanaratoT 6ecnnaTHblii KOHTEHT, B HEM MOTYT OblTb CKPbITbl Kakne-TO NnaTHbIe YCyru.

- HDyman, npexpge 4em otnpasntb SMS, poTo nnn Buaeo. Tbl TOYHO 3HAELLb, FOE OHU
OynyT B KOHEYHOM Utore?

- Heobxoanmo 06HOBNSATL ONEepaLmMoHHYIO CUCTEMY TBOEr0 CMapTdOHa.

- Wcnonb3yit aHTUBUPYCHbIE NPOrpamMMbl 4511 MOBUbHbBIX TENEOHOB.

- He 3arpyxain npnnoxeHusa ot HEU3BECTHOIr0 UCTOYHMKA, BEAb OHM MOTYT cogepXartb
BPELOHOCHOE NporpaMMHoe obecrnedeHue.

- [locne Toro kak Tbl BbiAelWb C calTa, rae BBOAUN NIMYHYIO MHGpOPMaLMIO, 3aian B
HacTpoiikn bpayaepa 1 yoanu cookies.

- [leproanyeckn npoBepsi Kakne nnatHble yCnyru akTMBMPOBaHbl HA TBOEM HOMEPE.

- [TlaBaii cBOi HOMep MOBMNIBHOrO TenedoHa TONbKO NOASIM, KOTOPbIX Thl 3HAELb U KOMY
nosepsellb.

- Bluetooth nonxeH 6biTb BbIKNOYEH, KOrAa Thl UM He NoNb3yelbcs. He 3abbiBaii MHoroa
npoBepsTb 3T0.
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Online urpsbl

COBpeMeHHbIe OHﬂaVIH-I/IprI - 9TO KpacCo4Hble, 3axBaTbiBalolWmne pa3BievHeHns,

06 beONHSIIOWMNE COTHN ThICSIY YeNoBeK Mo BCEMY MUPY. l/ll'pOKI/I ncecnenyrot OaHHbIA M Mup,
obuwatoTtcs AOpyr C Opyrom, BblMONMHAKT 3a40aHn4, cpaXarTCa C MOHCTPpaMn 1N nNony4aroT OnbIT.
3a yAOOBONbCTBUE OHWM NNATAT: MOKyNnakT OUCK, onnadnBaroT aboHEMEHT nnu np|/|o6peTa+0T
Kakue-1o onuunn.

Bce aTn cpenctea uayT Ha noanepXaHue u pasBuMTUE Urpbl, a TakXe Ha caMy 6e30MacHOCTb:
COBEPLIEHCTBYIOTCS CUCTEMbI aBTOPM3aLIMN, BbINYCKAKOTCS HOBbIE NaTyu (LMGPOBbIE 3annaTku
0151 NPOrpamM), 3aKpblBalOTCS YSI3BUMOCTY CEPBEPOB.

B nonobHbIx nrpax CtTonT onacatbCs He CTOJIbKO CBOUX COMNMEPHUNKOB, CKOJIbKO KpaXwn TBoero
napons, Ha KOTOpoOM OCHOBaHa CUCTeMa aBTopudaunm 6onblUMHCTBA urp.

OcHOBHble coBeTbl N0 6€30NacHOCTM TBOErO NrpoBoro akkayHra:

- Ecnu ppyroit nrpok Benet cebs nnoxo unm cospaet tebe HeENPUSATHOCTW, 3abOKUpYiA
€ro B CMMCKe UrPOKOB.

- Moxanyica aaMMHMCTpaTOopaM Urpbl Ha NIOX0e NOBEAEHNE 3TOM0 Urpoka, XenatenbHo
NPUNOXNTb Kakne-To nokasaTenbCcTBa B BUAE CKPUHOB.

- He ykasbiBan nnyHyio nHpopmauuio B npogoansne nrpbl.
YBaxai opyrux y4acTH/UKOB Mo Urpe.
He yctaHaBnuBaii HeoouumanbHble NaTym U MOabI.
Ncnonb3yit cnoxHble 1 pa3Hbie Naponu.

- Jlaxe BO BpeMs Urpbl He CTOUT OTK/OYaTb aHTMBMPYC. Moka Tbl Urpaellb, TBOWA
KOMMbIOTEP MOTYT 3apasnThb.

DOULLNHT Unun KpaXxa JIN4HbIX AaHHbIX

O6blI4HoOW Kpaxe|7| AeHer N 0OKYMEHTOB CeroHs y>xe HMKoro He yameuilb, HO C pa3Bnutmnem
I/IHTepHeT-TeXHO}'IOFI/II7I 3/10yMbllUNEHHNKN nNepeMeCTUnNCb B UHTEPHET, N NpOoaOoNXaloT
3aHMMaTbCs «NIOOUMBIM» OENOM.
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Tak nosiBunacb HoBas yrpo3a: MHTEPHET-MOLWEHHNYECTBA NN QOULLKUHT, FNaBHas Lesnb
KOTOPOro COCTOUT B NOMyYEHUN KOH(PUAEeHUMANbHbIX OaHHbIX MNO/ib30BaTeNel — NOrNMHOB U
naponei. Ha aHrnuiickom si3bike phishing untaetcs kak dpuwmHr (ot fishing — pbibHas nosns,
password — naponb).

OcHoBHbIe coBeTbl N0 6opbbe ¢ PULLIMHIOM:

- Cnenwm 3a cBOMM akkayHToM. Ecnv Tbl nofo3peBaellb, 4TO TBOS aHKeTa Obina B3/loMaHa,
TO Heo6xoauMo 3abnoKMpPoBaTh ee 1 CoobIWNTb afMMHUCTPaTOpaM pecypca 06 aToM Kak
MOXHO CKOpee.

- Wcnonb3ayin 6e3onacHble Be6-caiThbl, B TOM YUCNE, MHTEPHET-MarasnuHoB 1 NOVCKOBbIX
cUcTeM.

- Wcnonbayii cnoxHble 1 pasHble naponu. Takum obpasom, ecnm Tebs BanomaroT, T0
3/10yMbILWNEHHVKM NOyYaT AOCTYN TONbKO K O4HOMY TBOEMY MPOCOUI0 B CETH, a HE KO BCEM.

- Ecnu 1e65 B3nomanu, 1o Heob6xoaMMO NpeaynpeanTb BCEX CBOUX 3HAKOMbIX, KOTOPbIE
nobasneHbl y Teb5 B Apy3bsix, 0 TOM, 4TO Tebs B3NnOManu 1, BO3MOXHO, OT TBOErO UMEHW
6yneT paccbinatbCs cnam U CCbiIKM Ha PULLMHIOBbIE CaThI.

- YctaHoBu HagexHbI naponb (PIN) Ha MOBMAbHbIN TENEedOH.

- OTtknoun coxpaHeHne napons B 6pay3sepe.

- He oTkpbiBam painbl n gpyrue BNoXeHUs B MUCbMax faxe eCcnum OHW NMpuLam oT TBOUX
npy3eit. Jlydle yTOYHN Y HUX, OTNPaBNSNM N OHW Tebe 3Tn chaiinbl.

LUudopoBas penytauus

LingpopoBasi penytauus - 9T0 HeratMeHast Unv Nos3nMTMBHas UHdopmauus B cetu o Tebe.
KomnpomeTupytowas nHgopmaumsa pasmeleHHas B MIHTEPHETE MOXET Cepbe3HbiM 06pa3om
0TPasnTbCH Ha TBOEN pearnbHOM Xu3Hu. «Llndposas penytauns» - 370 TBOM MMUOX, KOTOPbIN
hopmMUpyeTcs 13 nHpopmaumm o Tebe B MHTEPHETE.

TBOE MECTO XUTENbCTBA, y4ebbl, TBOE PMHAHCOBOE MOMOXEHNE, 0COBEHHOCTUN XapakTepa U
pacckasbl 0 6113KKMX - BCE 9TO HakanmMeBaeTcsl B CETU.
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MHorve noapocTKN NErkOMbICIEHHO OTHOCSTCS K Nybnnkaumm nMYyHo nHgoopmaumm B
NHTepHeTe, He NOHUMas BO3MOXHbIX MOCNeACTBUA. Thl AaXe He CMOXELb A0ragatbCs O TOM,
4TO gpoTOrpadoms, pasmelleHHas 5 neT Hasaf, ctana NPMYMHON 0TKa3a NPUHSATL Tebs Ha
paboTy.

KommeHTapuu, pa3melleHne TBoMx ooTorpacouii u opyrue LencTBust MOryT He NCYE3HYThb
Laxe nocrne Toro, Kak Tbl MX yaanuilb. Tbl HE 3HaelWb, KTO COXPaHUN 3Ty MHGPOPMaLUIO,
nonana nv oHa B NOMCKOBbIE CUCTEMbI U COXPaHMNACh N OHa, a FMaBHOE: YTO NO4YMaloT O
Tebe okpyxXatouee noam, KoTopble HanayT 1 yBUAST 3T0. HainTn nHgpopmaumto MHoro nert
CMyCTSl CMOXET NtobOoN - Kak 13 fobpbix NobyXAeHWUA, Tak U C HAMEPEHUEM NPUYMHNUTL BPEL.
9710 MOXeT BbITb KTO YyroaHo.

OCHOBHbIE COBETbI M0 3alMTE LMGPOBOI penyTaluu:

- lMopymaii, npex e 4em 4To-TO NyH6NMKOBaTh M NepenaBath y cebs B 6nore unu B
counanbHom ceTn.

- B HacTporkax npoduns yctaHoBM OrpaHNYeHNs Ha NPOCMOTP TBOEro npodunsa n ero
COLEPXNMOro, coenai ero TobKo «anis opy3en».

- He pa3mewai n He ykasbiBai MHGOPMaLMIO, KOTOPasi MOXET KOro-nnbo ockopbnsaTb nnm
obnxartb.

ABTOpCKOE npaBo

CoBpeMeHHbIE WKONbHWKM - aKTUBHbIE NONIb30BaTENUN LMEPOBOro npoctpaHcTea. OaHako
LANEKO He BCE 3HAIOT, 4TO MOb30BAHME MHOTMMI BO3MOXHOCTAMMU LOpOBOro mmpa tpebyet
cobnoaeHns Npae Ha UHTENNEeKTyanbHy0 COBCTBEHHOCTD.

TepMUH «MHTennekTyanbHasi COBCTBEHHOCTb» OTHOCUTCS K Pa3/INyYHbIM TBOPEHUSM
4eNOBEYECKOro ymMa, HaunHas ¢ HOBbIX N3006peTEHNIA N 3HaKOB, 0603HaYaroWmMx COBCTBEHHOCTb
Ha NPOAYKTbI U YCAYr , U 3aKaH4YMBas KHUramm, qooTorpadunsmMm, KWUHOGMIbMaMn 1
My3blKanbHbIMW MPOU3BEAEHNSMN.

ABTOpCKI/Ie npasa - 310 NnpaeBa Ha MHTENNEKTYallbHYIO COOCTBEHHOCTb Ha npon3seneHns
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HayKu, nuTepaTtypbl U UCKycCTBa. ABTOPCKME Npasa BbICTYNalOT B KAYECTBE rapaHTum TOro,
4TO UHTENNEKTYaNbHbIA/TBOPYECKUA TPy A aBTopa He OyaeT HanpacHbIM, [acT emMy
cnpaBeiNnBble BO3MOXHOCTY 3apaboTaTb Ha pe3ynbTaTax CBOero Tpyaa, NonyynTb
N3BECTHOCTb U NpuadHaHne. HukTo 6e3 paspeleHns aBTopa He MOXeT BOCNPON3BOAUTb €ro
npon3BeneHne, pacnpocTpaHsTb, NybnM4HO AEMOHCTPUMPOBATb, MPoAaBaTh, UMNOPTUPOBATD,
nyckaTb B Npokart, Nyb6nYHO MCMOMHATbL, MOKa3biBaTb/MCMOMNHATL B 3doMpe unn pasmellartb B
WHTepHeTe.

Ncnonb3oBaHue «nnpaTckoro» NporpaMmMHOro obecneyeHns MoXeT NPUBECTUN K MHOTVM
pruckaMm: 0T NOTepu JaHHbIX K TBOMM akkayHTam 10 6I0KMPOBKW TBOEro YyCTPOWCTBa, rae
YyCTaHOBJIEHHbIV He neranbHas nporpamma. He ctouT Takxe 3abbiBaTb, YTO CylECTBYET
neranbHble 1 6ecnnaTtHble NPOrpaMmbl, KOTOPbIE MOXHO HaNTK B CETH.

10/10



